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Ag en d d NDID Background

Country Pain Points

This presentation will highlight how Thailand's
National Digital Identity (NDID) model works
and why the project can attract volunteers
from government and private sectors. It is N DI D Mod el
also important to discuss some of the key
challenging problems, being faced with its
implementation. Looking to the future it is
clear the project has not reached its end, and
there are more challenges to come.

Sample Use Cases

Private and confidential only for NDID clients. Distribution or Reprint is not allowed.
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BACKGROUND BEFORE BECOMING NDID COMPANY

Track 1: Technical Team

White Paper: Digital ID
Platform Spec
Requirement

Digital Economy
Committee

Doing Business Portal Committee

e gﬁi ,‘"",SnET mB SFIBank @2

Track 2: Legal Team
Digital ID Act

Regulator

nant.

Track 3: Pilot Team

9 Banks use e-Open Accountas
use case for testing

- Waiting for Grand
Openingin July 2019

Government l

(s 0 PG @ .S

National Digital ID co., Ltd.

bSi ISO/EC

[ ]
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Timeline <V
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ANJFORML

2017 2 Years

Digital Identity for -Au::z-.

The 15t Pilot case,
Opening a new bank

; NDID and all ; ,
® L {2 e e e e — account in fully online
SO p— D 2018 el bl
g‘“" i 3 the 4t Amendment to ersanszations channel, marking the

n I”’ " i i N
_ Oct, 2018 G0 Livesr e the Electronic including the first real use case to

NDID Platform A regulators launched graduate from BOT

ETDA Nati | - i
OCT, 2017 announced Nationa becarne available sanctify NDID platform the grand opening of e
; Standard Lewels ot for pilot members creating trusted legal i .
Set up the National Assurance Framework T FinTech Fair 2019 at

Digital ID Committee  jligning with NIST SR A foundation for members

: the Bank of Thailand.
to drive the project. Standard. in the NDID ecosystem.
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Shareholders by Industry

7.00%
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21.00%\

. Money Market

51.00%

. Capital Market Insurance

. Logistic Market . eMoney

Shareholders by public/private

36.00%

. Private Sector

. Public Sector

64.00%
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Country Pain Points




Dreaming

Any Transactions

Loan Insurance applying VISA requesting
Opening account E-Commerce Dating app

Fund account opening Hospital Transfer

Can be done no matter...

What you are doing Where you are Whenever

Reality

Personal
Information,
Fingerprint,

citizen ID

smart card
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Recap NDID Model and Crucial Points : How it works

VAN dagansAnndigi o

AS directly sends relevant User’s
data to RP as requested by RP

R e Authoritative

Relying Party
Source (AS)

RP requests IdP for
Identification and
authentication via
Digital ID Platform

No Personal Data Only

Request ID + TimeStamp AS check User’s

consent to release
User’s Information

————— = >

to RP as requested
User accesses @ Digital ID Platform
RP’s Channel for
RP’s service RP allows
User to access
RP’s service.

IdP, which is selected by
the user, processes the
authentication request

A customer
applies Personal

dentity Provider

(1dP)[ &8

User authenticates oneself through
IDP’s channel with appropriate
authentication technology

NDID platform is not a storage system.
Privacy of customers is secured. NDID do

not see or store any customers’
information.

NDID platform is Distributed
Ledger (Blockchain - BC).

NDID platform is a platform to
connect members to send/
receive requests of
authentication and information.
Data in Blockchain is Timestamp
Log e.g time, date, receiverid ,
sender id , etc. No Sensitive
data at all, as shown in the
picture #2, #3, and #5.

Sensitive information only sends
between two parities concerns
outside the platform in #6.
Therefore, NDID is data privacy
and security by design.




RP can rely on multiple IDP’s for identity verification - nd.
and multi sources of information providers (AS’s) Digital denify for Al

RP can request and combine many IdPs and multiple AS’s to strengthen the assurance of the identification verification.

Authoritative ' —
Source 1 | Authoritative

Relying Party

Credit
¢ t ;
(RP) (AS 1) Educatlon SOU rCe 2 POOR / BRIE
A Data (AS 2)
: 1 Authoritative
Apply the | Source 3
’ | = R e
serviceon | National e Medical
RP’s Channel o
| Digital ID Record
' Platform
¥ Identity

Provider 3

Relying Party Web

Identity

Authenticate . B
themselves on Identity
IdP’s Channel Provider 1

__ il - (1dP1)




IdP, which is selected by
"\ the user, processes the

0 ” authentication requesl

Identity Provider
e sl g 5 )
‘ /] User authenticates oneself through
-

IDP’s channel with appropriate
authentication technology

Standard Reference

WUINNNTS LERDYE Lafdnsy
Uszine bng 370u 3 a1ju E

https://standard. .or.th/?p=101

ETDA RRERIERIE U (WEIGEeInT El ' EI

Level of Assurance

IdP — Onboard Digital ID

Identify Proofing IAL 2.3 Authenticator (AAL)

Sth You Have+
Sth You Know+
Sth You Are

S Bank A
Pt o0 Mobile +
e e AL
Status Checking A_
] []

Dopa Online &
© ®»m ©

L J nd Enroliment
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Main Objectives of National Digital ID

v' ETDA issues Identity Guidelines
based on NIST framework

v Regulator : LOA Annoucement for

eOpenning Account Use Case
- BOT : IAL 2.3/AAL2.2
- SEC : IAL 2.1+/ AAL2.1

As aresult:

v Financial transactions required KYC can be done 100% Online

v Such as Bank Account Opening, Securities Account Opening any time anywhere soon

v Transactions required eConsent, eSignature can be executed 100% Online e.g. NCB,
Lending Agreement with Signature — Accelerating True Digital Economy

{PGRADE

Vyp—

To building standard of
identity proofing and identity
authentication for better
online secured transaction

To provide e-KYC for digital
services

v The only platform to have 100 %
eConsent matching with
owner’s approval

v' Complying Personal Privacy
Data Act (GDPR)

To build data sharing ecosystem by
connecting among members (no data
stored on a centralized system and
to share information owners must
give consent

ISO/EC

[ ]
priv)
Infarmation Security
=) NO[E)
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Benefit from NDID Platform

Copy of paper
documents is
reduced
substantially

Less paper
usage and
maintenance cost

online
transactions
more secure
and
effectively

Shared Trusted Source

of Information

Infrastructure :
Sharing

Less IT Resources are
investment used wisely and
Duplication more sustainable

bSi 1SO/1EC

.
prie |
Infr Securi
@ =) MO .@
CERTIFIED Digital Identity for All

Private and confidential only for NDID clients. Distribution or Reprint is not allowed.



Phase: 1
Individual

BOT Regulatory
Sandbox

6 Feb 2020

New Bank Account
Opening

¢— Q3 2020

« Securities

* Asset Management
* Insurance
 Personal Loan

NDID Roadmap

Phase: 2
Juristic

l— May 2020

Kick off Meeting — Juristic
Development Committee
appointed by Government
¢— June 2020

* NDID Platform
connects to DBD
System (Government
Portal for Juristic)

Phase: 3
Foreigner

T
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Wiy aiAindegInTTavneBLan EFHWE
Identity Proofing and Authentication —
Electronic Transaction Laws (4th)

Vi dVIiksbbolarOJ k6O KEVI dVIKEII INVITUTIbY

Bl | N el s | w

http://www.ratchakitcha.soc.go.th/DATA/PDF/2562/A/067/T_0203.PDF

UsenARANLANNITIINANAT (Know your HE.EE%.E“
The Bank of Thailand - KYC

mﬂﬂmﬁmﬂ’umﬁlﬁuﬁ dud.19/2562 ﬁ%’i
Ei'-. I

https://www.bot.or.th/Thai/FIPCS/Documents/
FPG/2562/ThaiPDF/25620191 .pdf
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Electronic Transactions Development
Agency — 3 Identity Guidelines

A4 bt
https://standard.etda.or.th/?p=10132 1= -

w'"*'w/ NNNILNTN ﬂ’muﬂssﬂﬁamamuumi

~ %E‘:
3\) Anti Money Laundering Office - KYC

Y @96 THaNATLNANAN W.A.2562  [E@

UszmewnUAie A wi.5/2562 'jﬁi =
Securities and Exchange Commissions

1= KYC

naan

(Bd | Re e e e
https://capital .sec.or.th/webapp//nrs/data/8040s.pdf
ETDA ey LIERly a o PRI OO0
Gl cnseunALazmMIdaanfisdusiagnTy ';'E
mﬂmoElectronlc Transactions Development

gLS%“EAgency — Digital Signature Guidelines
LINE) L] i

https://standard.etda.or.th/?p=11299
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Sample Use Case Case 1: Open Account In RP"s Application

Bank ABC

Term and Conditions

Term and
Conditions +
ConsentForm

Bank ABC Bank ABC Bank ABC

Please choose IdP Bank ABC is sending

Request For the request to the IdP

eOpenAccount
With ABC Bank

from the list below
to verify yourself you chose.
Please verify
yourself with your
chosen IdP within 24
hours to start the
service.

Consent for (1) Please click ‘Next’
Consent for (2)
i Consent for(3)

Consent for (4)

Open account Accept % .

Choose your Bank IdP

with Bank ABC Terms and Conditions
* Download eOpen Sl hiet User selects its preferred RP (Bank ABC) sends request to
b ° " ABC Products Terms IdP and then RP requests Bank IDP thru NDID Platform
Application =  NDID Terms

i . authentication as per -
=  Fill in — Private Data Consent Conditions P and write time stamp (log) on

= Click “Register” agreed Level of the blockchain.

Assurance (LoA) as per
Step 1

Industry standard




Sample Use Case

Case 1: Open Account

In IdP’s Application

RS

Monday, June 6

SCB sends an alert to its mobile Click on ‘Verification icon’

banking

SCB
Tnawnrusel

Identity

Identity
Notification: verification HH A .
IdentityVerifica"’ ' Vel’lflcoflon fl’om Term and Cond|t|0n
\ icon Bank ABC of Bank ABC

® Ref code

e NDIDRef

Click on ‘Start’

SCB
Tnawnrusel

Ref code: xxxxxxx
NDID Ref Code
XXXXXXXXX

Check your terms and
conditions that Bank ABC sends
to SCB

Request Summary Information
is displayed from Bank ABC

Click on ‘Accept’




Sample Use Case Case 1: Open Account

In IdP’s Application

Matching

_'\

SCB leads you to the step of Authentication
After Pin Code, Selfie of mobile owner

is required to compare (Facial

AAL 2.2 is required by Bank ABC Recognition) with original data.
e Pin code (sth you know) N _ .
e Registered mobile (sth youhave) Waiting for Facial Recognition...

e Facial Recognition (sth you are)
Donel!!!

Step 10 Stepll Stepl2

SCB
Tnawncdse

The process is
completed.

You are ready for
next step.

. 3 &
|-/§[ £ ' .

SCB confirms back to Bank ABC that
authentication is completed. SCB also writes
timestamp on blockchain




Sample Use Case Case 1: Open Account In RP’s Application

Dependson ¢ ¢
the design
Bank ABCis Registration
willing to Confirmation
show
Please fill in the form
The account is
Username already openedand
ready to be used.
Test
Password You may use other
XXX services of BankABC
i.g saving,
withdrawing, etc.
Confirm Thanks you.
| —~ | |
Bank ABC receives user’s information ABC Bank creates user and password for next The process is completed.

use in its application
User’s information is automatically filled in
Register form

Click on ‘Confirm’
SCB sends data to Bank ABC outside platform

Step 13




% Total RP Request Completed (per week)

180,000

160,000 i\ Total Transactions
140,000 (Since 6 Feb 2020)
/ \ No. Of Banks 8

120,000 / \

100,000 / \ R
80,000 / \——/ \

60,000
Thailand

N A
40,000 / COVID-19 \ / \ /—-._\
20,000 /._4—-0—-‘——4 Lockdown v \/

R N O N O O O R O S S O S N R O L N S S N GV SN -
@cb&$$$$$®$@@@@@@@@@@&@*@@@@\v\@
N ©

N @‘0’

—o— Total RP Request

NO(E]
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Sample Use Case Case 2: Motocycle Loan — Digital ID Model I

Customer need loan Bank need to verify datas

Revenue Verification Checklists
Department

KYC and

Consent to
SEOB PRy 1. Customer (KYQC)

Social
U da - e 2. Proof of Address
| ' .
Office 3. Income

4. Credit History

% ; Credit
] H | Bureau 5. Total Debt
.. AR © 6. Job Status
Post
New KYC process with i 7. Collateral

machine comparison

For whole process, It may take time 2-3 minutes to approve
if having complete data from trusted source.
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